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Timeframe:
45 minute lesson
Materials:  
Pencils/pens, linked videos, projector, handout (safety tips, rank sheet, situation sheet), graphic organizer

Rationale:

We all know that cyber safety is a rapidly growing issue.  As teachers, we are charged with the task of presenting this issue in an effective way in which students will listen to our message and hopefully be moved by the message to behave in ways which will keep them safe.   After talking to students and hearing that they feel that they are hearing warnings on television, from their parents, from their teachers all of the time, I realized that the “block out” effect is happening and I knew I’d have to find a way around that yet still approach the subject.

5 minutes:
· Discuss lesson and how it is important that they interact with emerging technologies and become comfortable, however, it would be irresponsible if people didn’t encourage students to educate themselves on safety issues and also to develop plans on how to handle themselves in varied situations.

· Rank sheet (scroll down to bottom of lesson for rank sheet) – have students fill out sheet where they rank the likelihood of the following: cyberstalking, college admissions/job loss, hacking by uninvited people, cyberbullying/social backlash for comments/images/etc., privacy loss, identity theft.  Discuss the rankings as a group.
10 minutes:

· Show video of college acceptance.  
http://search.live.com/video/results.aspx?q=college+admissions+social+networking+video&form=VIRE2&docid=440912314453&FORM=VARE7#docid=440912314453
· Read and discuss college acceptance article 
· Discuss teacher’s son’s interview when he walked in and saw his MySpace page projected on a screen at the interview and the fact that our principal asks at interviews if the interviewee has a Myspace/Facebook style page and whether they are willing to pull it up for him during the interview
5 minutes:
· Show  privacy video: http://www.teachertube.com/view_video.php?viewkey=74ebf8e825f321c14ba2
5 minutes:
· Discuss the fact that the situations above are more or less outside threats on privacy which could affect an individual’s opportunities, etc.  Talk about the control we have over those situations and where we are able to take control and where we are not.  Discuss how we are going to transition the conversation to more inside threats such as accidentally deciding to say the wrong thing online, or post a bad image, or even problems such as being misinterpreted for something that you have said that had good intent, or having an uninvited person see content.  

· Hand out a checklist with the following people on it, your friends, your “non-friends”, a younger sibling, your parents, your boss, people from the college you plan to attend, a creepy neighbor.  

· Ask that they mark off who they would not like sharing the following scenarios with as you read the scenarios:

Scenario #1:  An inappropriate photo of yourself from a party

Scenario #2:  An email where you have not spoken nicely about someone that you are mad at

Scenario #3:  Opinionated comments about the place you work

Scenario #4:  An “attractive” photo of yourself
5 minutes:
· Discuss the Florida event where a girl was trapped and beaten up due to comments on MySpace and the plans of the individuals who beat her up to post the video on YouTube.

· Discuss the current controversy of the Eagles employee losing his job for Facebook comments.
5 minutes:
· Show my Cyber Safety Power Point.  Discuss how people who might appear to be lecturing really are trying to get this message across because they care and are not sure how to approach the issue.
10 minutes:
· Hand out safety tips sheets from WiredSafety (see below). Ask groups to read the tips for 5 minutes and fill out the 4 column graphic organizer selecting four areas of technology that the student actively participates in (email, Facebook, cell phones, gaming, etc.) and reading the tips in these areas and marking notes to themselves on safety tips to keep for personal use.
5 minutes:
· Allow for questions and discussion.
Cell Phone Safety:
Protect your privacy
· Only give your mobile number out to people you know and can trust. 

· Never reply to text messages from people you don’t know. 

· Make sure you know how to block others from calling your phone 

Respect others
Think about how a text message might be read, before you send it. Just like e-mail, text messages can be taken the wrong way. Think about the message you are sending and use emoticons to convey the meaning of your text, like lol (laughing out loud) and. Sending someone a text that could be taken the wrong way might upset them.

You should never give anyone else's number out without asking them if it is OK first because you never know what they are going to use it for once they have it. If the person asking is genuine, they will not mind you saying "No" until you have checked it is OK.
You should never take pictures of anyone, with your phone, without their permission. Some people simply do not like having their photograph taken and it is a question of manners to ask permission first. Additionally, once you have an image on your phone you can distribute it and/or upload it to the Internet. Once you do that, it is anybody's guess where that image might end up!

Use your common sense 
Be careful if you meet someone in real life who you only "know" through text messaging. Even though text messaging is often the "next step" after online chatting, that does not mean that it is safer. You still do not really know who you are talking to/texting with and they might not be telling you the truth about themselves. With any face to face meeting, you should tell someone where you are going, take someone with you and arrange to meet in daylight in a public place (like the mall).

Don't be a target. Wandering around with your phone in plain view can be dangerous. If you are not using it, put it in your pocket or your bag, out of sight and only use it in public when absolutely necessary. Cell phone theft is a common crime and often, the thieves will attack and injure (in some cases, even kill) the owner of a phone.

_
Chat room and Instant Messaging safety:
· Anything you type in a chat room can be seen by everyone who is using that chat room so be careful what you type. In cyberspace the walls don't so much have ears as eyes. 

· Never accept files or downloads from people you don't know or from people you do know, if you weren‘t expecting them. This includes URLs. 

· Make sure you know how to save copies of your chat room conversations. 

· Make sure you now how to report problems to the chat room moderator. 
· NEVER give personal information to anyone you have not met in person. While it is human nature to want to know about the other person, their name, age, what they look like, where they live, this information is not needed to carry on a conversation.   Do not give your real name, telephone or cell phone number[s], mailing address, passwords, banking details etc. Ignore requests for personal information like A/S/L and be vague with responses to questions like WITW .  If someone presses you for this type of information, back away! Especially if the requests come early in your relationship. Most users with legitimate intentions will realize WHY you are reluctant to tell them, and will respect your desire to play it safe. 
· NEVER agree to meet someone you have only met online unless you have a mutual friend that could possibly vouch for them. 
· If you are under the age of 18 NEVER meet up with someone you have only met online unless your parents not only know who this person is, but agree to go along with you to the meeting. 
· If you feel you just must meet a new online acquaintance, NEVER go alone, and ALWAYS meet in a very public place like a popular coffee shop, a busy shopping mall, or similar place. 
· Choose your screen name carefully. Never include your real name, or any elements of it. Choose something fun, yet gender neutral. You may think that having a risqué screen name is cute, but be advised, you will attract the type of people your screen name appeals to. A screen name such as “Panda” is much less provocative than “SexMagnet”. And much less offensive to many of your fellow netizens. 
· Resist the urge to ‘tell people off’ or engage in ‘flame wars’. People come in all temperaments, and as in real life, there are those who will try to provoke you into an argument. This type of activity is becoming all too common online these days. Many people feel power through the anonymity that the keyboard gives them. Therefore, if you encounter someone who is rude in online chats, ignore them, back away! Most importantly, resist the urge to strike back at them. This type of person craves the attention their behavior brings them. Deprived of this attention, most either quit acting like jerks, or else move on. Either way, you have avoided a confrontation that can quickly escalate into a full-fledged harassment situation. 
· Remember your Netiquette and be nice!

· If you use a shared or public computer (at home, work or school/college, for instance) do not use the automatic login that comes as standard with most instant message programs. 

· If you use a computer at work, your company may have the right to view your conversations so don’t use your work computer for private IM conversations. 

· Most IM clients allow you to control if people on your contact list can see if you're online. That means you can set your IM client so that when you log on, nobody can see you - giving you time to check out which of your contacts are online and, if there are any “mysterious” contacts you don’t recognize. 

· IM screen names, like e-mail addresses, should be kept private. If you post your e-mail address online, you are making yourself a target for unsolicited e-mail and if you post your IM screen name then you are making yourself a target for unsolicited IM messages (spim). Remember, with many IM clients, your screen name can be used to identify your e-mail address. 

· You should only communicate with contacts you recognize, if someone you do not know sends you a request to add them to your contacts, decline it and block them until you are sure you know who that person is. Likewise, if you plan to ask someone if you can be added to their contact list, make sure they know you are going to do that by e-mailing them and/or asking them first. 
These are not the only safety issues related to using Instant Messaging clients. In addition to privacy, it should also be noted that Instant Messages are transmitted as clear text, using insecure protocols and that these messages use nonstandard TCP ports, so will not necessarily be filtered by firewalls. Depending on your antivirus software, IM attachments may not be scanned for viruses.

It is important to remember that, in order for your Instant Messaging client to be secure, your computer must also be secure. It is vital that you run up-to-date antivirus software and that you regularly apply security patches to your computer. You should also install either a software or hardware (or both) firewall to add extra protection for you computer. 
Online Discussion safety:
You should always follow the basic rules for online safety and Netiquette (online etiquette). It can be very difficult to get a post removed from a Newsgroup or Forum so be careful what you write.

There are several different types of electronic message centers. Each type operates slightly differently but they are all areas where you can post messages for others to read and/or respond to:

· Newsgroups are interactive discussions about a specific topic. 

· Forums are interactive ‘message boards’ that are usually community based and their topics generally relate to that online community. Communities often have more than one forum and forums can have more than one topic. ‘Forum’ is a generic name for Bulletin Boards, Discussion Boards, Message Boards, and Notice Boards etc. and can also include e-mail-based discussion groups. 

Used wisely, online discussions can be great fun as well as interesting and educational. Each type of online discussion has particular features and for your own safety, you should consider them carefully before you use them:

Nickname [ID, User ID, Handle, Nick etc.]
This is the name you use to identify yourself to other discussion members. Like your e-mail address, it should be inoffensive, non-identifiable and non-gender specific. Posting under the name, “SexySueSmith17” is just asking for trouble. Try to use a non-provocative Nickname like “BlueBear.”
Profiles
Some online discussion areas allow you to include a profile, a little extra information about yourself. The best way to stay out of trouble is not to fill out a profile at all but if you do decide to include one, be careful what you put there. Adding your age, sex, hometown, school or place of work for example, could place you in danger.
Avatars
These are small images/icons included on some Forums whenever you post, to represent you. Note: REPRESENT! Never use your actual photograph (or anyone else’s) for your Avatar, don’t use a vulgar image and don’t take images from anywhere online that you do not have permission to use because that could be a breach of someone else’s copyright.

Signatures
Many online discussion participants use a custom signature. These signatures can include images and links and if you are going to use one, the same rules as the ones for Avatars, Nicknames and e-mail addresses apply. It is simply unwise to click on a link provided by a signature file, it could lead to an unsuitable Web site or a Web page designed to activate a virus script.

Image Uploads (Photo’ Galleries)
Many Forums have areas where users can upload images. Placing images of yourself or your friends and family members online is unwise. Aside from the potential for someone to place a face to a name, there is the possibility that the images could be used unscrupulously. This could range from an image being unflatteringly altered, as a cruel joke (common with online bullies), morphed with another image to misrepresent or mislead or even used to create pornography (including child pornography).

Content
Whatever subject you are interested in or want to find out more about, you can bet there is a discussion about it somewhere online. However, you should always be aware that there are online discussions that contain illegal, disturbing, potentially dangerous, sexually explicit or obscene material.

Whilst there is nothing to prevent anyone from posting anything under the mantle of free speech (and remembering that what one individual might find distressing another may find fascinating), illegal content such as child pornography or pirated software should be reported immediately.

E-mail Addresses
Never use your primary e-mail address for online discussions. As soon as you publicize any e-mail address online spammers will target you. Create an anonymous e-mail address for all online communications of this type. They are easy to acquire and set up and there are many free Web mail providers with good spam filters, such as Yahoo! (www.yahoo.com), Lycos (www.lycos.com) and Hotmail (www.hotmail.com). Never include any personally identifiable information in your e-mail and/or newsgroup settings.

Hacking Risks
If you are connected to the Internet, you are vulnerable to hacking, especially is you have an ‘always on’ connection to the Internet. A good firewall is an essential piece of software to detect and block hacking attempts.

Viruses and Trojans
You are at risk from viruses and trojans when you use Newsgroups or Forums. Downloading messages and/or files, or following links posted to Newsgroups or Forums can result in your computer being infected with a virus or trojan. Always have your anti-virus software running and keep it updated. If you must download a file, place it in a directory you keep exclusively for downloaded files and run your anti-virus checker on that file after it is downloaded. Only open or run it if you are satisfied that it is safe. Never open or run a file (even images) from your newsreader or browser.

Once you are sure that you have your personal safety covered, you will need to consider the practices of posting to Newsgroups and Forums to make sure that you stay safe and adhere to good Netiquette.

First of all, you should read and familiarize yourself with the rules and read any FAQ‘s that are available. Different discussion areas have different rules and it is a matter of courtesy to follow them.

Lurking
This is when you read messages posted to Newsgroups or Forums without participating yourself. It’s actually a good idea to ‘lurk’ when you first join an online discussion so that you can get a feel for how its users interact. Some users do intimate that lurking might be considered a little creepy, but this is usually done in good humor and there have been lurkers as long as there have been online discussions.

Expressing Yourself
Remember that the Internet is global and most Forums and/or Newsgroups will have a global audience. Before you make a post to a Newsgroup or Forum, read it carefully and check that the information you are sending is clear, correct and polite. Be prepared that there are some users who might not understand some of your phrasings or references and be patient with them if you need to explain something. For example, because it is very easy to misunderstand the meaning of electronic communications, use emoticons to indicate when you are joking. 

Don’t take it personally if someone seems to be opposed to your ideas, everyone has a right to their own opinion and debate is healthy. However, there are always some individuals who will post deliberately inflammatory material to goad others into an argument. You will learn to recognize these posters and the best practice (as with many things online) is to ignore them because, without a participatory audience they are powerless. 

Advertising
It may amaze you but, not everyone will want to read about your new Spider Plant Sales Web Site (unless you have posted exclusively to houseplant communities). Avoid using Newsgroups and Forums as a vehicle to advertise your latest project unless the information or service you are providing is relevant and useful.

Flaming
This is what happens when a discussion gets out of hand and one or more of the parties involved uses derogatory, abusive or aggressive tactics. Flaming will usually result in a ban and the best way to deal with a flame attack is to ignore it, report it and let the moderator deal with it. Responding or retaliating to a flamer is a fast track to trouble and can cause all kinds of other problems such as cyberbullying and cyberstalking both within and outside of the discussion.
Long Replies
It is not really necessary to include the original post in your reply. You might take relevant quotations from it or shorten it (if you do this, indicate that you have shortened the piece by including [ … ] or <snipped> where you have cut out portions of the text). Otherwise, threads become so long that they are cumbersome and difficult to read, clogging up the discussion and taking an age to download.

Off-Topic Posting
If you join an online discussion about rock climbing, the other users will invariably be interested in that topic alone and although some deviation from the sport might be usual and some online discussions are more focused than others, posting about your passion for baking chocolate cakes might be deemed inappropriate. Try to stay on topic.
Cross Posting or Multi-Posting
This is when you post the same message to multiple Newsgroups or Forums. There are a few instances where this is acceptable, but not many. For instance, an informative article relevant to more than one associated groups could be cross-posted but an advertisement for your new Web site posted to every newsgroup under the cybersun should not. Basically it is considered to be spamming.

If you are already using online discussions and you are concerned that you have not paid enough attention to your personal safety or posting practices in the past, you can check and amend some details.
Name Searching
You can check to see if your details appear online by running your name through a search engine. The most popular way to do this is to ‘Google’ yourself. Go to http://www.google.com/ and type in your name, in inverted commas, for example: “Sue Smith” and see what is returned. Of course, the results could be any number of people with the same name as you but it is always worth checking.

Addition from Palisades High School (not WiredSafety)

If someone has posted information on you that you do not approve of posting, you can follow some steps to change that:

· If a business or organization has posted information about you that you do not want published, contact them in writing and ask that they remove the content.  Ask that they reply to you in writing to verify that the content has been edited.

· If it is a friend, kindly ask them to edit or remove the content.  Check in a few days to make sure that it has been done.  You may need to remind them if they have not done so within a few days and you may need to educate your friend on the importance of internet safety and reiterate that you want them to edit the content that relates to you.

Post Deletion [Nuking]
Some online discussion areas give you the option to remove posts you made. Failing that, Forum moderators can delete a message you posted and, if it includes personally identifiable information, a conscientious moderator will always comply with your (polite) request. However, they are not obliged to do and some moderators can and will refuse.

The Google Groups Usenet discussion group archive reaches back to 1981. Google do have a tool for post deletion that you can access via their FAQ: http://groups.google.com/googlegroups/posting_faq.html. You can also prevent your posts from being added to the Google Groups archive by modifying the header of your post. Either add 'X-No-Archive: yes' in the header of your post or if you cannot edit headers, make the first line of your post: 'X-No-Archive: yes'
Cyberdating:

Do not believe everything you read online
You can be anything or anyone you want to be online. I keep trying to get people to believe that I am tall, blonde and gorgeous! (So far, no takers...). That cute brunette 24-year-old guy may not be cuter, may not be 24 and most importantly, may not be a guy. There is not truth in advertising protection when you date online.

Do not give out personal information online
Personal information that would let someone find you offline would never be shared online. Your full name, where you work, where you live, your phone number (see my note on giving out your phone number), your fax number...these should not be shared online.

Use an online dating service that uses an anonymizer or re-mailer to mask your real e-mail, or set up a Hotmail or other free account just for dating online. Cyber romance can quickly turn to cyberstalking - it is better to be able to terminate that particular account than to have to set up a new main account, and notify everyone you know.

Take your time - do not rush into things
Take your time to try to get to know the person online first. Everyone can put their best cyber-foot forward in the first couple of e-mails. Being consistent is tougher. Make sure you keep the old e-mails to compare the information they give you. In one e-mail, they might tell you they work for the postal service, in another that they are a student - make sure you check out these inconsistencies. They could be taking night classes, or they could just as easily be lying.

Do not be rushed, and do not rush the other person. Let the relationship develop online until you are comfortable with each other - take your time. Ask your friends - sometimes they are not blinded by the same rose-colored glasses you might be. What you considered cute might ring differently to them. This might seem like dating by committee, but it helps you keep perspective. 

Especially when we have been hurt before, we think that we have now found the perfect checklist for a partner. When we see these points in the other person, we forget to explore the other points. Life is more than satisfying a "how tall are you, where do you live (geographically-desirable), if they want or don't want children, or have or don't have children, how much they earn, what religion they are and whether they like romantic movies and Touched by an Angel..." checklist. Values, experience and all the baggage we carry needs to be explored - this takes time. Give it the time it deserves.

Honesty is the best policy
When you go to one of those dating sites, they ask you your height, weight, religion, income...lots of personal stuff. In addition, maybe you are not as thin, tall or make as much money as you want to. Maybe you have not been to church or a temple or mosque in thirty years. Maybe you are afraid that if you tell them your mother is living with you (or even more embarrassing, that you are still living with your mother...) no one will want you.

However, if you start out lying, you will be caught, eventually. If you want to shave a few pounds off, or use an older picture...okay. Nevertheless, confess once you think the person might be more than a one-time romance. Do not bait and switch, it's the surest way to end a promising relationship.

This is not the time to explore your fantasies of being a different person than you are...save that for later. 

Start with a phone call
You should move from fantasies and chatting online to a phone call before you meet offline in person. The safest way to do this is by using a public phone. Set up a time for the call, and give the other person the telephone number of the public phone. Once you are comfortable enough, you can share real phone numbers, but make sure you have caller ID service. If things go sour, you can always block their calls. It also lets you know what their number really is. If they block your caller ID, do not accept their calls.

When you do meet, do it with a friend and in a very public place
The first time you meet in person, bring a friend. Meet in a mall, or fast food restaurant. Plan for a short first time get together - coffee or a soda. Tell them in advance that it will just be for a few minutes, so they will understand. Treat this as a blind date, only with more care. In a blind date someone you know knows this person, in a cyberdating situation, no one really knows this person. If they insist on meeting you alone, do not go. 

Then compare what this person told you about himself or herself online - does it match reality? If not, find someone else. Remember the honesty thing (I am not talking about a few extra pounds, a little less hair, or a few years here or there...) Use your head - you might be lonely, but you are still safe. 

Tell a friend
Make sure someone knows whom you are meeting, where you are going and when you are coming back. (Someone other than the person you take with you.) Store all of the e-mail conversations, and let your friend know where to find them. If anything goes wrong, they will be the source of information on how to locate the person you have been chatting with.

Never leave or go home with them
You can extend the meeting to dinner or anything else in a public place. However…PUBLIC is the operative word here. Remember when your mother told you never to get into a car with a stranger? Do not go home with them, to a private place of any kind...not for a while. Take this slow, even if you are not used to taking dating slow...this is special.

Report any attacks or threats to law enforcement
If things go wrong, whether you followed the rules or not, do not be embarrassed to go to the police. Give them all the facts. If you do not report this person, they in all likelihood will do it again. You are allowed to say "no" and have it respected. If anything goes wrong, it is not your fault. 

Learn more about protecting yourself and your privacy online and offline
We have a lot of information at our Web site, and many classes you can attend online to teach you how to enjoy cyberspace safely. If you have a special question you need answered, feel free to write to Parry directly.

Do not be embarrassed to insist on the following rules
Your safety is the most important thing. Anyone who cares about you will respect you for being careful. Safe cyberdating, like safe sex is just smart! Although we hope that the person you meet online is your true soul mate, we want to make sure you are safe. It's like defensive driving - even if you are the best driver in the whole wide world, there are all those other drivers out there to worry about. This is defensive cyberdating. MOREOVER, IT IS JUST PLAIN SMART!

Make sure you're using a reputable online dating service or chat
Most will give you a free trial period. Make sure that you can use all of their service during that free trial. Make sure they use anonymizers or re-mailers, to mask your real e-mail address. Some people at the end of the free trial give out their e-mail address to allow the other person to find them when the free trial is over - make sure it's an e-mail account you have set up just for this purpose. Do not give out your Web site address if it contains personal information, or personal e-mail address. 

If someone makes you uncomfortable, report it to your dating service right away. Make a copy of the message, and keep copies of anything you found offensive so they can check it out. Many also have an e-overlocking feature to keep you from being harassed from someone. Try not to make your essays provocative. Cyberflirtation escalates quickly and it is almost impossible to step back to a less amorous level.

If you have a problem with your service, contact them. If they will not help you, contact us. We do not endorse any services, but have found that match.com and matchmaker.com seem reputable and have a safe cyberdating area. 

If you are being cyber stalked or harassed - get help!
WiredSafety hosts one of the leading cyberstalking help groups online. If you need our help, visit our Cyberstalking Self-help area or just send an e-mail to our Cyberstalking and Harassment Division via our contact form. Do not respond when the cyberstalker contacts you. Just ignore them - most of the time they go away. Never share a photo with anyone online you would not want broadcast to 120 million people all over the world. Often cyber romances end in one party cyberstalking the other. Do not give them any ammunition. When the old-fashioned "for a good time, call Sally" is posted on one bathroom wall, the results can be horrible, when it is posted on the Internet's cyberwall of sexual UseNet groups and chats, it can be very dangerous!

Therefore, have fun, but be smart...and do it safely!
Online Gaming Safety:
Andrew is a fourteen-year-old gamer. He loves playing computer games and, like most of the other preteens and teens, seems to have been born with a controller in his hand. Until recently, though, gaming was a solitary experience. He could play against the computer, or with a friend sitting next to him. Sometimes he would sit on the speaker phone and chat with a friend who was playing the same game online – thereby creating their own interactivity and chat.

But last year Xbox® changed the way Andrew plays games. Fitted with a headset and microphone, he can now dispose of the speakerphone gaming arrangement, and chat (or shout) at people from around the world in real time.

Andrew is more than a gamer, though. He is also a Teenangel (teenangels.org). Teenangels are teens who have been trained by the FBI and other Internet safety, privacy and security experts. They then design and deliver Internet safety programs to other kids, teens and even parents and senior citizens in their community. So when Andrew found himself in a situation where his online safety expertise was needed while gaming, he realized he needed to educate others about interactive gaming and how to be safe.

Until this one particular night, the worst Andrew had seen while playing interactive games was swearing and shouting by other gamers. Most gamers only minded this when it interfered with the game. And then, as most gamers have always done, they used self-help…and blocked the other gamers, muted them or kicked them out of the game. But this night was different. This night a female gamer came into the game and began egging on the gamers. She had played games with Andrew before, and this was new behavior. Before now she was “one-of-the-guys” and a serious gamer. He suspected that someone else, perhaps one of her friends, was using her account and trying to provoke a response from the largely male group. If that was the intention, it was more than successful. The other gamers began to act up. They were graphic about what they would do to this woman if they met her. The discussions became more heated and more outrageous until Andrew, in disgust, left the game.

Until then, Andrew had barely paid attention to any of the game’s safety features. But that changed after that night. He found that Xbox® Live had a reporting feature that allowed players to notify Microsoft when someone was disruptive or, as applicable in this case, lewd. That’s when Andrew decided it was time to warn others about the kinds of things that can go wrong in interactive gaming and what you can do to have a safer gaming experience. It was also when Andrew decided to petition the other Teenangels and me to create a special award category – Safe Gaming. Xbox® is the first recipient of the 2003 Safe Gaming Award because of its careful design of the Xbox® Live which provides reporting and privacy features. 

As a Teenangel, Andrew knew that you shouldn’t give out too much information online to strangers. Often, in an online chat situation, that includes disclosing your age or gender, since predators tend to prey on younger female chatters. But when you have live voice chatting, age and gender are patently obvious. Microsoft designed around that too. You can select a voice mask that changes your voice to that of a robot, adult or even a little girl. (Some gamers don’t like chatting with someone who is using a voice mask, but it protects the younger gamers, especially females, from online harassment.)

Not all gamers use voice chat while playing games. Some find it a distraction. Others are too busy trying to win. It is generally judiciously used to either create new game strategies or to create new methods of gaming. Those who talk too much in a serious or difficult game find themselves ousted quickly.

Andrew seems to have spotted a problem early. Most live chat gamers are serious gaming fans. They may swear or shout in their enthusiasm or exasperation, but they don’t have the time to harass others. As interactive gaming becomes more popular and less-experienced gamers begin to flood the games, more harassment should be expected. As younger gamers begin to use the games, online sexual predators will begin to track them there.

Yet, interactive gaming is what kids and teens enjoy the most. And what used to be a solitary and isolating activity is now a community and social activity. Dr. Deanna Guy, a pediatrician with Vanderbilt Medical Center in Nashville, Tennessee, and an expert on children and the Internet believes that community gaming is far healthier than solo computer gaming. But she has her concerns about children engaging in voice chat with strangers before they are educated in online safety and “stranger danger.” From her years as “KidDoc” for AOL’s parenting channel, Dr. Guy realized that people let their guard down when chatting online. She fears that the precautions used by children in typed chat may not apply for long when voices are concerned. “Once a child is talking to someone, it’s difficult to convince them not to give out their telephone number. After all…what’s the difference between chatting on a computer microphone wearing a headset and on a telephone receiver? To a child or teenager, there is little difference.”

But from an Internet safety and privacy viewpoint, there are serious differences. A telephone number can often lead to a name and address. All you need to do is visit switchboard.com and put in the telephone number. A reverse search will often disclose the name and address linked to the telephone number. A quick visit to Mapquest then gives you a map to the gamer’s door. In addition, once armed with the telephone number, anyone can reach out whenever they choose to communicate with the gamer. While the voice chat in the game is controlled by the gamer him or herself.

As entertaining as interactive gaming is, parents should be aware that their children can speak, using their own voice, with strangers online. Xbox® comes with built-in parental controls which prevent the child from using voice chat until the parent feels they are able to handle it safely. They need to be aware that networked gaming devices offer voice chat. They also need to understand that many other interactive voiced games can be accessed online using an ordinary headset.

But attempting to ignore the new technologies won’t help. Our children and teens will be using them, if not at home then at their friends’ houses. The old adage of keeping the computer in a central location doesn’t cut it when their gaming consoles are voice-enabled and our children carry their own text-messaging devices and cell phones. Our children and teens need to be taught how to talk, safely, with strangers and what to do when things go wrong. Luckily, Microsoft has thought ahead and given parents and the gamers the tools they need for a safe and fun interactive gaming experience.

The only interactive live voice game that WiredSafety has approved is Xbox®. None of the others we reviewed contain the safety features and the report functions that are essential to a safe and private interactive gaming experience. However, WiredSafety.org recommends that Xbox® live be reserved for children over 12, and that parents closely supervise the live chat experience and until they are sure their children are ready for the verbal assault many games engender, set the parental controls to block live voice chat. While predators are still rare in the intense activity of a challenging game, as more inexperienced gamers and younger gamers begin to use the voice chats it is expected that predators will become a bigger problem. 

The best way to avoid online predators is to make sure your children know they can come to you if things go wrong without worrying that you will over-react and throw the game console out with the bathwater. Report anyone that violates the terms of service, and make sure that Microsoft knows of any improper communications with your child. Finally, the worst that can happen in a game is that someone says something that hurts your child’s feelings or uses language that is inappropriate for children. The old saying “stick and stones will break your bones, but words will never hurt you…” applies in this case. The real dangers lie offline - if your children agree to meet someone in real life or doing something in real life. Make sure that they understand the real risks of meeting Internet strangers offline. And being open-minded if they come to you and ask for you to go with them to meet their new online friend is the secret to making sure they consult with you first. Remember that the cute fourteen year old boy they want to meet in real life may not be cute, my not be fourteen and may not be a boy. 

There are also safe and fun options to live voice gaming. Recognizing how much kids and teens enjoy interactive gaming, but aware of the privacy and safety issues, Disney designed its new ToonTown interactive game. The Teenangels and I were consulted in its design and our suggestions and its safety features were built-in from the beginning, not just overlaid. With safety ensured, the ToonTown designers could focus entirely on fun. ToonTown uses the robot “Cogs” as the bad guys and fights them using flowers that squirting water and cream pies. The points earned during the game can be used to buy more similarly-styled weapons of Cog-destruction and to decorate your own house.

At first blush, it appears that ToonTown is only for younger kids. But teen Andrew will argue with you on that point. An avid Xbox® Live gamer, he enjoys ToonTown just as much. He see strategy as the most challenging part of the game – knowing when to use which weapons and how to get others to assist in Cog-attacks, is key to playing ToonTown. Zach, a ten year old TeenTown subscriber, loves that he feels safe and doesn’t have to deal with foul language and bullying while playing the game. Andrew’s younger sister likes that she doesn’t have to type and play games at the same time. Instead she can click on pre-formulated phrases from a drop-down menu and communicate with the others playing the game. And a special feature that let’s parents add one real life friend to real time interactivity avoids Andrew’s having to get his friend on speaker phone. Now parents can let their children communicate directly with their friend down the street, or their cousin across the country, when they are playing ToonTown. That let’s them play as a team and use strategic combinations to best the Cogs. Now kids and teens can meet up in the ToonTown town square…and join forces in keeping ToonTown safe from evil Cogs.

Other game sites have passed the strict scrutiny of WiredSafety and WiredKids reviewers as well. Although not interactive in the same way that Xbox® and ToonTown are, every year Wired Kids names a select group of sites as its “Best of the Web.” The review process is extensive and unique. The sites are actually selected by the kids themselves and must pass parental and cyberlawyer scrutiny. While approximately 375 sites are nominated by the kids and teens, the parents cut that down to about 45 sites, and only a quarter of those sites make it through the rigorous privacy and safety review. And out of the twelve select Wired Kids best of the Web award winners this year, seven have fun and safe online games.

AOLKidsOnly - for AOL members, a kids’ size AOL with fun, games and educational content. It’s one of the biggest reasons for joining AOL. Their new AOLKidsOnly is even better (if that’s possible). If you have AOL 9, you have Kids Only, now known as “KOL” for no additional charge.

Bonus.com - Tons of creative games and learning activities, a longtime favorite! Before any other site understood the power of online games and letting kids help create a place they can call their own, Bonus had grabbed the hearts (and mouses) of our preteens. When compared to the giant entertainment companies and sites on the Best of the Web list, it still remains “the little site that would” (and does it better than most).

Disney.com - Games and activities for all ages; You can even visit Toontown (toontown.com) their new safe gaming site and Surfswell Island (surfswellisland.com) their online safety guide for parents, teachers and kids. (This award is for several of the Disney family sites, including the

ABC Kids, Toon Disney and the Disney Channel sites. To find them all ask your kids, or visit Disney.com and click on “search.”) 

NeoPets.com - a wonderful site where kids and their parents can raise a virtual pet, and find safe fun and gaming for hours. You can trust your children to the people at Neopets. They put their money where their mouth is when it comes to protecting kids at the site. And it’s so entertaining that we dare anyone to try it and not return over and over to build their own Neopet virtual world.

Nick.com - The fourth-time winner. Where else can you find kid favorites like Jimmy Neutron and SpongeBob Squarepants and safe gaming? Nickjr.com is a great site for the younger children too- lots of preschool activities and games with Blues Clues. They have a great section for parents too. (This award is for both Nick.com and Nickjr.com.)

PBS.org - from the people you trust when it comes to kid-size media that parents enjoy too! Everyone finds something funny, entertaining and valuable at this site. The fun comes in all sizes. (The award includes both pbs.org and pbskids.org.)

Yahooligans.com - kids love its kids-size games and multimedia resources. They consider it a favorite site, not a kid-safe search engine (where looking for “sex” brings up the sex lives of Galapagos endangered turtles). 
Rank the likelihood that the following will happen to you:
Cyberstalking









Very Likely
Possibility
Unlikely

College Admissions/Job Acceptance viewings for selection purposes


Very Likely
Possibility
Unlikely

Someone hacking (unauthorized viewing) into private information


Very Likely
Possibility
Unlikely

Cyberbullying 









Very Likely
Possibility
Unlikely

Social backlash from comments or images, etc.





Very Likely
Possibility
Unlikely

Identity theft










Very Likely
Possibility
Unlikely

Checklist:

	 
	Scenario #1
	 #2
	 #3
	 #4

	friends
	 
	 
	 
	 

	"non-friends"
	 
	 
	 
	 

	younger sibling
	 
	 
	 
	 

	parents
	 
	 
	 
	 

	boss
	 
	 
	 
	 

	college you want to attend
	 
	 
	 
	 

	creepy neighbor
	 
	 
	 
	 


